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SECURITY CHECK‘LQJD | EXECUTIVE SUMMARY

April 01, 2025 - June 30, 2025

This Security Checkup report provides a periodic overview of the threats detected in

emails and other protected collaboration applications and how they were handled by the

policy.

Top Attacked Users

CZ265T
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SECURITY CHECK‘LQJD | EMAIL PROTECTION | OVERVIEW

April 01, 2025 - June 30, 2025

This page provides an overview of the detected email threats and how they

were handled by the policy.

Networks

Events Trend
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SECURITY CHECKQJ:> | EMAIL PROTECTION | THREATS MICROSOFT DELIVERED to INBOX vs. JUNK FOLDER

April 01, 2025 - June 30, 2025

This page separates threats that Microsoft would deliver to

the Inbox vs. Junk folder, if it wasn't for Check Point.

Threats Delivered by Microsoft to:

Top Attacked Users - Inbox vs. Junk Folder
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@ Inbox 10.8K
@ Jjunkfolder 9

Threat Types in Inbox vs. Junk Folder

B Phishing ™ Malware

1

inbox
0
junk
9
0 2K 4K 6K 8K 10K 12K

'Q' Some emails might have been quarantined by Microsoft, after being delivered to end users.

User Name

Tom Smith

Douglas Reynholm
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James Wilson
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User Email
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.com

greg.house@acmemx.co
m
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com

chip.douglas@acmemx.
com
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SECURITY CHECKQP | EMAIL PROTECTION | THREATS GOOGLE DELIVERED to INBOX vs. JUNK FOLDER

April 01, 2025 - June 30, 2025

This page separates threats that Google would deliver to the

Inbox vs. Junk folder, if it wasn't for Check Point.

Threats Delivered by Google to:

Top Attacked Users - Inbox vs. Junk Folder
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@® junkfolder 1.4K
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Threat Types in Inbox vs. Junk Folder

B Phishing ™ Malware
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'Q' Some emails might have been quarantined by Google, after being delivered to end users.

User Name

Wayne Campbell
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User Email

wayne.campbell@tyrel
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benjamin.oliver@tyre
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User Title
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SECURITY CHECK‘L&’JD | EMAIL PROTECTION | USERS

April 01, 2025 - June 30, 2025

Top Attacked Users - All

Security Events by Department

=2G=7

Networks

User Name

Tom Smith
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B Phishing ™ Malware
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SECURITY CHECKUJP | EMAIL PROTECTION | MALWARE =2G=7

, Networks
April 01, 2025 - June 30, 2025

Top Attacked Users

This page provides an overview of the malware detected files and how they were . .
User Name User Email User Title Department

steven.kovacs@acmemx Enterprise Account
Steven Kovacs . Sales 1
.com Executive

0 02 05 0.8 1 1.2 15 1.8 2

handled by the policy.

Malware Trend

Bl Malware

0.8 -

Malware Events by Enforcement

0.6 -

0.4 - @ Delivered 1

0.2 -

03.06
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SECURITY CHECK‘QgJD | EMAIL PROTECTION | SPAM

April 01, 2025 - June 30, 2025

This page provides an overview of the detected Spam emails and how they were

handled by the policy.

Top Spammed Users

CZ265T

- N
Spam Events by Enforcement
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User Name

Benjamin Oliver
benjamin.oliver@tyre..

Garth Algar
garth.algar@tyrellcy..

Wayne Campbell
wayne.campbell@tyrel..

Maurice Moss
maurice.moss@acmemx...

Jen Barber
jen.barber@acmemx.co..

Top Spammers

User Title

Vice President,
Sales

Marketing Manager

Event Manager

IT HelpDesk Analyst

Department Head
Finance

Department

Sales

Marketing

Event Planning

HelpDesk

Finance

0 50 100 150 200 250

keyser.soze@snapperbyte.com

hans.gruber@piranabyte.com

patrick.bateman@snapperbyte.com

hans.gruber@snapperbyte.com

simon.phoenix@piranabyte.com
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SECURITY CHECK/P | EMAIL PROTECTION | GRAYMAIL EMAILS @—3(7—7

Networks
April 01, 2025 - June 30, 2025

Top Graymail Recipients

This page provides an overview of the detected Graymail emails and how they were

. User Name User Title Department
handled by the policy. P
Garth Algar . .
garth.algar@tyrellcy.. Marketing Manager Marketing _ 65
( ) Work Time Gained Work Time To Gain Tom Smith Chief Executive Executive _ -
h h tom.smith@acmemx.com Officer
% , _ 0.5 hours 0.5 hours
}A Graymail Emails 192 Jen Barber erartment Head Finance - 19
jen.barber@acmemx.co.. Finance
107 emails 85 emails ) .
Robin Harris Human Resources Human Resources - 15
robin.harris@acmemx... Director
* Average reading time of 11 seconds per email Maurice Moss IT HelpDesk Analyst HelpDesk - 13
J maurice.moss@acmemx...
0 20 40 60 80
Graymail Events Trend Top Graymail Senders
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SECURITY CHECKU/P | DATA LOSS PREVENTION

April 01, 2025 - June 30, 2025

DLP Events by Action

DLP Events Trend

DLP Events by Platform

=2G=7
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robin.harris@acmemx.
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Human Resources
Director
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B Leaked Quarantine Dismiss Security Events M Send to vault M Restore
, B Avanan Encryption Il Restore Email
800 -
Total 700 -
1.5K o0 ® @ Office 365 Malil 1.5K
500 - ® 4 Office 365 OneDrive 4
400 -
300 -
@ Dismiss Security Events 986
200 -
@® Quarantine 509
Leaked 20 100~
@ Avanan Encryption 18 0- . N N . ‘)' . 0)' o b' . .
o o o N N o ) o Q Q S
Other 9 & & > i 2 0 » & » <) o
Top Violating Users Top Data Types Leaked
User Name User Email User Title Department
. . Chief Executive .
Person name 17
douglas.reynholm@acm President & Son of 152
Douglas Reynholm emx.com Founder Boss @ USA drivers license number 16
ien.barber@ D ; ¢ Head American Bankers CUSIP 14
en.barber@acmemx.co epartment Hea . i ifi
Jen Barber J . P Finance _ 138 identifier
m Finance @ Other 34
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SECURITY CHECKUP | sHADOW IT
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April 01, 2025 - June 30, 2025 Networks
Newly Detected Platforms Events Detected Apps Events by Risk Detected Apps Events by Category
Collaboration 1 @® Lowest 1 e Collaboration 1
Project Management 1 ® Low 1 e Project Management 1
Task Management 1 Medium 1 Task Management 1
Top Popular Services Top Active Users
asana.com O User Name User Title Department
! Maurice Moss IT HelpDesk Analyst HelpDesk o F
maurice.moss@acmemx.com
trello.com
_ 1 James Wilson Chief Information .
: . , . : Cyber Security

0 02 05 08 1 12
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SECURITY CHECK\/P | ONE DRIVE

April 01, 2025 - June 30, 2025

Top Users Uploading Malware

Networks

=2G=7

Enforcement Actions
Total Security Events 23
Out of which:

e 3 |y
Malware DLP

19 4 ] Quarantine

[ ] Allowed
Send to vault

Security Events Over Time

13

User Name User Email

robin.harris@acmemx.

Robin Harris
com

maurice.moss@acmemx.

Maurice Moss
com

Jen Barber
m

Top Users Leaking Sensitive Data

jen.barber@acmemx.co

User Title
N/A - 2

12

Bl Malware I DLP

12 -

10 -

22.04 20.05
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User Name User Email

robin.harris@acmemx.
com

Robin Harris

maurice.moss@acmemx.

Maurice Moss
com

User Title
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